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On June 28, 2018, California became the first U.S. state with a comprehensive consumer 
privacy law when it enacted the California Consumer Privacy Act (CCPA), which becomes 
effective January 1, 2020. The CCPA grants California residents new rights regarding their 
personal information and imposes various data protection duties on certain entities 
conducting business in California. The CCPA affects any business that collects or stores 
data about California residents and will likely set a precedent for nationwide privacy 
protection in the United States. 

California Consumer Privacy Act (CCPA) Overview
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CCPA Timeline and Enforcement Dates

Initial CCPA Proposal

Real Estate Developer Alastair Mactaggart teams up with other privacy 
experts to draft a proposed California Data Privacy initiative.

2016
Initiative submitted

The initial ballot initiative was submitted and signature collection 
officially commenced, with hundreds of thousands of signatures.

2017
CCPA Passed and Signed Into Law

CCPA obtains sufficient signatures to place the CCPA on the November 
ballot; proposal unanimously passed in the Senate.

2018
CCPA Amendments and Preparation

CCPA has been officially signed into law and, while new amendments 
may occur, organizations must now prepare.

2019
CCPA Goes Into Effect - Enforcement Begins

The CCPA goes into effect on Jan. 1, 2020. Enforcement begins July 1, 
2020 or six months after final regulations are published (no grace 
period).

2020
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The CCPA applies to all businesses that collect the personal information of California 
residents and perform business activities in California. The business is, however, exempt 
from the CCPA requirements if it does not meet at least one of the below criteria: 
 

CCPA Scope and Applicability

Has annual gross revenues in excess of $25 million 
 
Annually buys, receives, sells, or shares the personal information of 50,000 or more 
consumers, households, or devices in California
 
Derives 50% or more of its annual revenues from selling consumers' personal 
information

Additionally, the CCPA applies extra-territoriality, implying that companies that may not have 
offices or employees in California will likely still need to comply since they perform 
"business in the state". This is similar to other data privacy laws and regulations, namely the 
European Union's General Data Protection Regulation (GDPR). 

CCPA

CCPA

CCPA

CCPA

CCPA

Unlike other data privacy laws and regulations, the CCPA does not require the following to 
maintain compliance with the law: 

1. Non-profits that do not operate for "profit or financial benefit"
2. Financial institutions that are regulated under the Gramm-Leach-Bliley Act
3. Consumer reporting agencies that are regulated under the Fair Credit Reporting Act
4. Healthcare providers that are regulated by the Health Insurance Portability and 

Accountability Act (HIPAA)



The CCPA goes into effect on January 1, 2020, with enforcement commencing on July 1, 2020 or 
six months after final regulations are published, whichever is earlier. There is no grace period, and 
the state has the right to bring enforcement actions involving noncompliance starting January 1, 
2020. The CCPA provides for both a limited private right of action for Consumers and more robust 
enforcement capabilities for the California Attorney General. 

Risks of Noncompliance and Enforcement

Damages
Damages are calculated on a per-capita basis. For 
example, if a violation affects 1,000 users, 
damages could rise to $2,500,000.
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Violations Generally
The CA Attorney General has the authority to bring 
action for up to $2,500 for any violation of the 
CCPA. 

California Attorney General

Notice and Cure Period
The entity has 30 days after receiving notice of 
noncompliance from the California Attorney 
General's office to cure it, and only thereafter are 
they subject to an enforcement action for violating 
the CCPA.

Intentional Violations
For violations viewed as intentional, the Attorney 
General's office may bring an action for up to 
$7,500 for any violation of the CCPA. The same 
1,000 users could, thereby, be awarded damages 
of $7,500,000.

Individual or Class Action
Action may be brought as a class action lawsuit or 
on an individual basis by affected consumers in the 
state of California. 

Consumer
A consumer may bring civil action for alleged 
failure to implement and maintain reasonable 
security procedures and practices that results in a 
data breach of non-encrypted or non-redacted 
Personal Information.

Private Right of Action

Notice and Cure Period
Consumers must provide the entity 30 days to cure 
the alleged violation. If the entity actually cures the 
violation within 30 days, no action may be initiated. 
No notice is required prior to an individual consumer 
initiating an action solely for actual damages.

Damages
CCPA provides for statutory damages between 
$100 and $750 or actual damages if consumers 
execute a private right of action against an entity 
for noncompliance with the CCPA.
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While the CCPA incorporates several GDPR concepts, such as the right of access, portability, and data 
deletion, there are several areas where the CCPA requirements are more specific than those of GDPR or 
where GDPR goes beyond the CCPA requirements. Organizations that have already undergone GDPR 
compliance will find that many initiatives and activities already conducted will provide coverage for 
CCPA compliance, however there are numerous distinctions between the two regulations. Additional 
effort will be required to maintain compliance with both privacy laws.

CCPA and GDPR - Similarities and Differences

Who is Regulated
The scope and territorial reach of GDPR is much broader, and each framework applies 
to different parties.

Who is Protected
Both laws focus on information that relates to an identifiable natural person, however 
the definitions differ. Both laws also have potential extraterritorial effects that 
businesses located outside the jurisdiction must consider. 

What Information is Protected
The information that is protected is very similar, however the CCPA definition also 
includes information linked at the household or device level. 

Anonymous, Deidentified, Pseudonymous, or Aggregated Data
The CCPA and GDPR pseudonymization definitions are very similar and both require 
technical controls to prevent reidentification to qualify. 

Privacy Notice / Information Rights
The laws are similar in disclosure requirements, but different in the specific 
information required and the delivery methods. The CCPA notice requirements on 
personal information disclosed or sold to third parties only covers the 12 months 
preceding the request. 

Security
The laws are very similar in statutory approach though reasonable security measures 
may vary to some extent according to an organization's circumstances and regulator 
interpretation. 



The CCPA’s requirements can be grouped into three “buckets” –those that relate to 
individual rights, those that relate to data security, and those that relate to service providers. 
Collectively, the requirements are distributed across the following 9 sections of the Law and 
are structured in the same manner within the Apptega platform.

CCPA Compliance Requirements

Right to Receive and Access Information (1798.100)
A consumer has a right to request disclosure of the categories and specific pieces of information the 
business has collected about the consumer. The reference to categories are those set forth in the definition 
of personal information under section 1798.140 of the CCPA. This section outlines requirements around 
submission options, Verifiable Consumer Requests (VCRs), response times, portability formats, methods to 
deliver information, and applicable time periods.
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Right to Deletion (1798.105)
A consumer has a right to request the business delete personal information that the business has collected 
about them. Note that the CCPA does not currently specify what actions are sufficient to constitute deletion. 
This section outlines requirements around submission options, exceptions, response time, notifications to 
service providers, and notice to consumers.
 
 
 
Access Requests (1798.110)
A consumer who has made a proper Verifiable Consumer Request (VCR) has a right to request a business 
that has collected Personal Information about the consumer to provide details relating to certain aspects of 
the business’ data practices. Specifically, a Consumer can request disclosure of: (i) categories of Personal 
Information collected about that consumer in the prior 12 months, (ii) the categories of sources from which 
the Personal Information is collected, (iii) the business/commercial purpose for collecting and selling 
Personal Information, (iv) categories of third parties with whom the business shares Personal Information, 
and (v) specific pieces of Personal Information collected about the Consumer.
 
 
 
Onward Disclosures (1798.115)
Some businesses, in addition to acquiring information from or about consumers, also transmit that 
information onward. Businesses that sell personal information about consumers or disclose it “for a 
business purpose” are a subcategory of businesses that collect personal information and have additional 
disclosure obligations.

Right to Prohibit the Sale of Information (1798.120)
A consumer has a right, at any time, to opt out of the sale of ther Personal Information b a business to third 
parties. A consumer can authorize someone to opt out on their behalf, but the means to do this still needs to 
be specified by the attorney general. This section outlines additional requirements about consumer notices, 
employee training, requesting new consent, use of opt-out request information, applicability to third parties, 
and age restrictions.
 
 
 



The CCPA’s requirements can be grouped into three “buckets” –those that relate to 
individual rights, those that relate to data security, and those that relate to service providers. 
Collectively, the requirements are distributed across the following 9 sections of the Law and 
are structured in the same manner within the Apptega platform.

CCPA Compliance Requirements

Price Discrimination (1798.125)
Businesses may not discriminate against a consumer who exercises their rights under the CCPA. Examples 
of discriminatory actions include: (i) denying goods or services to the Consumer, (ii) charging different prices 
(including offering discounts to those who do not opt out), (iii) varying the level or quality of goods or 
services, or (iv) suggesting the Consumer will receive a different price for goods or services, or different level 
or quality.
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Exercising Consumer Rights (1798.130)
In order to comply with Sections 1798.100, 1798.105, 1798.110, 1798.115, and 1798.125, a business shall, in 
a form that is reasonably accessible to consumers, provide specific methods for submitting requests, 
disclose and deliver consumer information within specific time windows, provide the consumer with data 
dating back to 12 months, identify the categories of consumer information collected, disclose specific 
information in a privacy policy / privacy notice, train employees handling consumer requests, and limit the 
use of personal information.
 
 Opt-Out Link (1798.135)
Businesses must provide a clear and conspicuous opt-out link to consumers on their website, with supporting 
guidance that outlines consumer opt-out rights such as respecting opt-out requests for 12 months before 
requesting that the consumer authorize a sale. The link should redirect the user to an opt-out page that 
allows consumers to easily opt-out of having their data sold. A business is permitted to create a separate 
homepage for California consumers with this link (and omit it from the general homepage) if it takes 
reasonable steps to ensure California consumers are directed to the California homepage. This link must 
also be disclosed in the business privacy policy and any California-specific description of consumer privacy 
rights.
 

Data Security (1798.150)
The CCPA requires that organizations put into place “reasonable security procedures and practices” to help 
protect personal information from being breached. If information is breached and the breach happens “as a 
result of” an organization’s failure to implement reasonable security, the statute permits impacted individuals 
to bring suit to recover a statutory liquidated damage of between $100 and $750 per consumer per incident.
 



In this section, we outline some of the common questions and provide detailed guidance regarding 
definitions, key deliverables and recommended assessment activities that will help your organization 
create a proactive plan towards achieving and maintaining compliance with the CCPA. This list is not 
exhaustive, and your organization should spend adequate time creating a customized plan that meets 
your objectives and specific requirements. 

CCPA Common Questions and Guidance
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Common Questions

"What constitutes Personal 
Information?"
 
Personal Information means information 
that identifies, relates to, describes, is 
capable of being associated with or could 
reasonably be linked, directly or indirectly, 
with a particular consumer or household.
 
 

What does it mean to collect personal 
information?
 
Collection is defined as “buying, renting, 
gathering, obtaining, receiving, or 
accessing any personal information 
pertaining to a Consumer by any means.” 
Collecting also includes receiving 
information from a Consumer “either 
actively or passively, or by observing the 
consumer’s behavior.”
 

What does it mean to sell personal 
information?
 
A “sale” is defined broadly to include the 
“selling, renting, releasing, disclosing, 
disseminating, making available, transferring, 
or otherwise communicating orally, in writing, 
or by electronic or other means” the Personal 
Information of a Consumer to another business 
or third party “for monetary or other valuable 
consideration.”

"How does the CCPA define a California 
resident?"
 
A California resident, referred to as a 
“Consumer” in the CCPA, is anyone who 
meets the definition of “resident” as 
defined under the California tax 
provisions.2  While the CCPA uses the 
term “Consumer,” Businesses should 
assume that employees are also swept up 
in the CCPA’s requirements.
 



In this section, we outline some of the common questions and provide detailed guidance regarding 
definitions, key deliverables and recommended assessment activities that will help your organization 
create a proactive plan towards achieving and maintaining compliance with the CCPA. This list is not 
exhaustive, and your organization should spend adequate time creating a customized plan that meets 
your objectives and specific requirements. 

CCPA Common Questions and Guidance
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Ensure designated personnel understand 
how to instruct Consumers to exercise 
their rights under the CCPA

Ensure designated personnel understand 
the general CCPA obligations of the 
business

CCPA Guidance and Checklist
Train Employees

Identify and document what Personal 
Information it has collected about a 
Consumer (both by “category” and specific 
information), taking into account the broad 
definition of “collection”

Identify the source of Personal Information, 
how it was collected, where it is stored, 
when it is deleted, and how it is used

Data Map

Provide one or more designated methods 
for submitting requests permitted under 
the CCPA

Provide a description of a Consumer's 
Rights, a list of categories of Personal 
Information collected, sold, or disclosed

Privacy Policy and Notice

While the CCPA does not require that a 
Businesses document its compliance 
processes and procedures, it is a best 
practice to do so.

If a Business needs to defend its 
compliance activities in a litigation or 
enforcement action, it will be important to 
have documentation to show the steps the 
Business takes in general

Document Processes and 
Procedures

Update the website to reflect 
requirements in the CCPA

Post the Privacy Notice on the website in 
a clear and conspicuous location

Provide a "Do Not Sell My Personal 
Information" link on the homepage

Update Website

A Consumer has a right to request 
disclosure of the categories and specific 
pieces of Personal Information the 
Business has collected about the 
Consumer. 

Establish a process for consumers to 
request access, disclosure, deletion, or opt-
out rights within the required response 
time, portability formats, and time periods

Establish a Request Process



Below are a series of references that can be used to support your CCPA compliance efforts, 
along with some common terms and definitions as defined by the CCPA.

References and Definitions
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SB-1121 California Consumer Privacy Act of 2018
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180SB1121

California Consumer Privacy Act - Wikipedia
https://en.wikipedia.org/wiki/California_Consumer_Privacy_Acthttps://en.wikipedia.org/wiki/Calif
ornia_Consumer_Privacy_Act

Readiness Roadmap for the CCPA (PwC)
https://www.pwc.com/us/en/services/consulting/cybersecurity/california-consumer-privacy-
act.html

Californians for Consumer Privacy Website - Origins of the CCPA 
https://www.caprivacy.org/

Readiness Roadmap for the CCPA (PwC)
https://www.pwc.com/us/en/services/consulting/cybersecurity/california-consumer-privacy-
act.html

References

Terms and Definitions
Section 1798.140 of the CCPA outlines definitions for the following terms, which your 
organization must understand before commencing CCPA compliance initiatives.

Aggregate Consumer Information
Biometric Information
Business
Business Purpose
Collects, Collected, or Collection
Commercial Purpose
Consumer
Designated Methods for 
Submitting Requests
Device
Health Insurance Information
Homepage
California Resident

Sell, Selling, Sale, or Sold
Service, Services
Service Provider
Third Party
Unique Identifier
Verifiable Consumer Request 
(VCR)
Infer, Inference
Person
Personal Information
Probabilistic Identifier
Processing
Pseudonymize, Pseudonymization
Research

Apptega Press Release - California Consumer Privacy Act
https://www.apptega.com/press-and-news/ccpa-in-apptega/



 

Obtaining CCPA compliance is a great step in building a mature privacy program and will ensure your 
customers' data is protected according to regulatory requirements. As part of your CCPA strategy, consider 
using Apptega as your central security management platform before, during, and after the audit process. 
 
At Apptega, we help companies organize their program around industry best practices, regulatory 
requirements and cybersecurity frameworks such as CCPA, NIST, CIS, ISO, SOC, GDPR, and more. Our 
platform was built to make the cybersecurity management process easier for stakeholders, and we provide all 
of the capabilities you'd want during each phase of the assessment process. Below are some of our marque 
features: 

CONCLUSION

12+ Security 
Frameworks

Automated & 
Custom Reporting 

Cross-Framework 
Mapping

Document 
Repository for 
Artifacts

Automated Alerts 
& Notifications

Multi-Tenant 
Environment

Personalized 
Platform 

Single Sign-On 
Connectivity

Granular Roles and 
Permissions

Document Library 
(e.g. Policy 
Templates)

Extensive Partner 
Network for one-
off Engagements

Agile Development 
- New Features on 
a Rolling Basis
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Apptega Product Features


